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Resilient Constrained Optimization in Multi-Agent Systems with Improved
Guarantee on Approximation Bounds

M. Kaheni, E. Usai, Member, IEEE, and M. Franceschelli, Member, I[EEE

Abstract— This paper considers resilient decentralized con-
strained optimization in multi-agent systems where some agents
due to cyberattacks become adversaries. We show that the
proposed method is resilient despite the persistent influence
of up to ' anonymous adversaries in the complete graphs.
Our approach provides a better approximation of the optimal
solution than the current literature. If the agents’ objectives
are 2F" redundant, then the algorithm converges to the optimal
solution. In addition to current literature, we consider a con-
strained optimization problem. Finally, we present numerical
simulations to corroborate the theoretical analysis.

I. INTRODUCTION

Distributed optimization in multi-agent systems refers to
a group of agents with individual objective functions that
cooperatively agree on the global optimizer of the sum of
these functions. The agents gather information from their
neighbors in a graph and then update their values according
to a state update rule [1]-[4].

As discussed in [5], distributed optimization methods can
be easily disrupted by adversarial agents that can arise
due to faults or cyberattacks. The methods proposed to
deal with the destructive effects of adversarial agents on
distributed optimization fall into two general categories. The
first consists of methods that propose algorithms to detect
and isolate the adversarial agents to prevent the outcome
from being diverted to the attackers’ desired value [6], [7].
The second category consists of methods that converge to
a solution that the adversarial agents can not influence, thus
without the need to detect and isolate [5], [8], [9]. The second
category is referred to as resilient distributed optimization.

Many resilient protocols are based on mean-subsequence-
reduced (MSR) algorithms. In these algorithms, regular
agents filter and discard the most extreme values in their
neighborhood before processing their state values. This
method was initially introduced to obtain resiliency in con-
sensus problems [10], [11] and is recently being developed
to deal with distributed optimization [5], [9].

Consider the constrained optimization problem

mingex > filw), (1)
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where € R, ¢« = 1,2,...,n represents agents in the
network, X is the set of constraints and f; : R — R is
their corresponding cost function. The optimal solution of
(1) in an adversarial environment is to ignore the adversarial
agents and find the optimizer among the set V,. of regular
agents with nominal behavior

minge x Ziew fi(). 2)

The algorithms introduced in [5], [9], [12], instead of solving
(2), find an approximate solution which consists in obtaining
the optimal solution to the next problem:

Zaizla

i€V,

a%iQQQifi(x), Vie VAV, = a;=0. (3)
where the coefficients «; are arbitrary and unknown. The
problem in (3) provides a good approximation of (2) only
when the objective functions of each agent are the same
or very similar to each other. On the other hand, if each
objective function f; is different, i.e., if their minimum value
occurs for different values of x, then the solution obtained
from solving (3) can be significantly different from the
solution of (2). We pose the next important question: is it
possible to find the solution of (2) despite the presence of
adversarial agents?

In [13], the authors define the concept of redundancy
in distributed optimization problems. They prove that the
necessary condition for finding the solution of (2) in a
network with the possibility of the presence of up to F
adversarial agents is that the agents’ cost functions have the
2F-redundancy property. 2F-redundancy means that for any
subset of regular agents, (2, where |2| = n — 2F we have

argmin, . 5 Zie\/ fi(x) = argmin, ¢ y ZiEQ fi(z). 4)

In [14], the authors consider 2F-redundant unconstrained
problems in complete graphs and propose an algorithm to
find the exact optimal solution of (2) in the presence of up to
F' adversarial agents. In contrast, we propose an algorithm
that reaches the same results in constrained problems. In
constrained problems, the updated values at each time step
must be projected onto the constraint set X. The presence
of the nonlinear projection function in the update rule makes
the mathematical treatments more challenging.

The main contributions of this paper are

e A novel resilient decentralized algorithm for con-

strained optimization problems in complete graphs.
The algorithm has common principles with MSR algo-
rithms but deals instead with constrained optimization
problems.



o Proof of convergence to an approximate solution guar-
anteed to be bounded by a combination of n — 2F
objectives of regular agents.

 Proof of convergence to the optimal solution of (2), if
the 2F-redundancy property in (4) is satisfied.

The proposed algorithm can also be executed in a different
scenario considering a star graph with a central coordinator
for comparison purposes with [15].

II. PRELIMINARIES

Let G = (V,E) be a graph where V = {1,...,n} is
the set of nodes (or agents) and E C {V x V} is the set
of edges which represent interactions among them. If agent
i receives information from j, then (j,7) € E. A graph
is undirected if (j,i) € E < (i,j) € E and directed
otherwise. A weighted graph is a graph where to each
edge (i,7) is associated a weight a;; > 0. The adjacency
matrix is defined as A = [a;;] € R™*™ where a;; > 0 if
(4,4) € E and a;; = 0 otherwise. The set of in-neighbors
of agent i is denoted by N} = {j € V|(j,i) € E,j # i}
and the set of out-neighbors of agent ¢ is similarly
denoted as N!, = {jeV|(i,j) € E,j#1i}. A path
m;; between agents ¢ and j is a set of consecu-
tive edges {(i,k1),(ki,k2),...,(km,j)} € FE where
{i,k1,ka,...,kn,j} € V. An agent j is said to be reachable
from agent i if there exists a directed path ;; from agent
i to agent j. A matrix A € R™*™ is called row stochastic
ifVieV, Z?:1 a;; = 1 and column stochastic if Vj € V,
i ai; = 1 If Ais jointly row and column stochastic, then
A is called doubly stochastic. Finally, a weighted graph G(k)
is time-varying if the edge weights a,;(k) are time-varying.
Next, we recall some basic notions on graph connectivity.

Definition 1: A graph G is said to be rooted if there exist
an agent i € V such that all agents in V are reachable from
i. Agent i is called root agent.

Definition 2: A graph G is strongly connected if there
exists a directed path between all pairs i,j € V of agents.

Definition 3: A graph G(k) is jointly strongly connected
if there exists a positive integer B such that for all kg > 0,
(v, UkB:_()l E (ko + k)) is strongly connected.

Definition 4 ( [5]): A subset S C V of agents is r-
reachable if there exists i € S such that ’an\S ’ >

Definition 5 ( [5]): G is said to be r-robust if for all pairs
of disjoint nonempty subsets, S1,52 C V , at least one of
S1 or Sy is r-reachable.

The following result is also helpful in our analysis.

Lemma 1 ( [11]): Suppose G is r-robust and G' be a
graph obtained by removing r — 1 or fewer incoming edges
from each agent in G. Then G’ is rooted. |

We can define the transition matrix of a graph by

D(k,s)=Ak)Ak—1)...A(s+1)A(s), ()

for all s and k with k > s, and ® (k, k) = A (k) which is
an adjacency matrix. We can rewrite the conventional update
rule in consensus based multi-agent systems in the form

x(k+1)=o(k,s)x(s), (6)

where x (k) = [z1 (k),..., 2, (k)] represents the agents’
state at time step k. In general, as shown in (6), if by
klim ®(k,s), all the rows of the transition matrix be-
—00

come equal to an identical stochastic vector, convergence is
achieved. Lemma 2 describes the conditions for convergence
in terms of connectivity and adjacency matrix weights.

Lemma 2 ( [16]): Let a;; (k) >n forall i = 1,...,n
and a;; = 0 or a;; (k) >mn, i # j for a scalar n with
0 < n < 1 holds. If A (k) is row stochastic and rooted, then
there exist constants B > 0 and 0 < £ < 1, and a stochas-
tic vector ¢(s) = [b1(s),d2(s),...,0n ()] such that
lim ®(k,s) = Lox16(s)? and ‘[(I) (k,8)]; ; — ; (s)’ <
k—o0 §
Bgk—s, |

An essential step in constrained distributed optimizations
algorithms is to project the updated value of each agent into
the constraint space. Projection of a vector  on a closed
convex set X is defined as Px [z] = argming ¢y ||z — Z||.
The following lemma establishes a relation between the
projection error vector and the feasible directions of the
convex set X at the projection vector.

Lemma 3 ( [1]): Let X C R™ be a nonempty closed
convex set, we have for any x € R" and y € X

1Px (2] = yl* < llz = y|* = || Px [z] - 2||*. =
Our algorithm in this paper improves upon the algorithm
introduced in [1] where the authors prove that if the agents
start from arbitrary initial states and evolve according to

v; (k) > aij (k) z; (k),
z; (k+1) Px[v; (k) — ¢ (k) d; (k)]

where x; (k) is the state value and gradient of agent ¢ at time
k, d;(k) is the gradient of f;(z) for x = x;(k), and c(k) is
a step size that satisfies

c(k)>0, YZoc(k) =00, 3lgc? (k) <oo, (8

for instance, c(k) = 1/k, then in convex optimization prob-
lems with bounded d;(k), z; (k) converges to the optimal
solution of (1) for all 7 € V. We report this result in the next
lemma.

Lemma 4 ( [1]): Let ay; (k) >nforalli=1,...,n and
a;j (k) = 0 or a;; (k) > n, with i # j, for n € (0, 1) and
let graph G be jointly strongly connected and associated
to a doubly stochastic adjacency matrix. If Vi € V, f; is
convex, d;(k) is bounded and X is nonempty, closed and
convex, then the agents that evolve according to (7), converge
to an optimal point of (1), x*, such that for all i € V,
kILH;OH‘TZ (k) —z*|| =0. ]

(7

III. PROBLEM STATEMENT AND MAIN RESULTS

We consider a multi-agent framework to solve the follow-
ing constrained optimization problem

min >~ filw), ©)

reX

and we consider up to F' agents which distribute false state
information at all times. These agents are unknown during
the execution of our algorithm. Throughout this paper, we



call these agents as adversarial agents and denote their set
as V. An agent which exhibits adversarial behavior at future
time instants is still counted as an adversarial agent in our
analysis at all times. We assume that (9) satisfies the next
standard assumptions in distributed optimization.

Assumption 1: For all i € {1,...,n} the local objective
function, f;, is convex. In addition, The set of constraints,
X, is nonempty, closed and convex. |

Assumption 2: For all i € {1,...,n}, the gradient d;(x)
of each objective f; is continuous and bounded by

|d; (z)| < L, VieV. [ | (10)

Next, we make a specific assumption that appears in
several papers on resilient distributed optimization [14], [17].

Assumption 3: Each agent can interact with all others
(complete graph). This does not imply that it does because
some agents are discarded and thus the state updates actually
evolve according to a directed graph. |

Our main results are Algorithm 1 and its convergence
analysis, which solves our stated problem. The main idea
behind Algorithm 1 is that each agent discards extreme val-
ues received from its in-neighbors. Theorem 1 and Corollary
1 formalize the main results of this paper.

Theorem 1: Consider the optimization problem (9) and
a multi-agent system that executes Algorithm 1. Consider
the power set P(V,) of regular agents V., which are in-
deed unknown during the execution of Algorithm 1, and let
Va ={Q € P(V,)||?] =n — 2F} be the set of all possible
subsets of regular agents of cardinality n — 2F.

Let Assumptions 1-3 be satisfied. If the graph is 2F + 1-
robust and the number of adversaries is equal or less than F,
then the regular agents converge to an approximate solution
T bounded by the minimum of an objective function that is
guaranteed to be a combination of n — 2F objectives of
regular agents, thus such that x,, < T < xps, where

Tm = Iin < argmin i(x
=i {2 1o}
Ty = max {argmin > fz(x)} . [ |
o 9€Va L aex icn .
Next, we identify an interesting case where Algorithm 1

converges to the actual optimal solution of (9).

Corollary 1:  Under the assumptions of Theorem 1 and
the 2F-redundancy condition in (4), the solution x achieved
by executing Algorithm 1 satisfies T € x* where x* is the
set of optimal solutions of (9). |

Proof: By the 2F-redundancy condition (4), it follows
that x,,,zp € x*. Therefore from Assumption 1, since
T < T < xpq, it holds T € z*. [ ]

IV. PROOF OF THEOREM 1

In this section, we present the proof of Theorem 1 together
with a few helpful lemmas. First, note that the state values of
agents in sets V3, (k) and V; (k) are discarded by the others.
Thus, the actual interaction graph during the execution of
Algorithm 1 is never complete nor it is encoded by a
doubly stochastic adjacency matrix and therefore Lemma 4
cannot be used straightforwardly. According to Definition 5

Algorithm 1: Resilient Decentralized Constrained Optimization

1: Initialization: z; (0) € X, Vi € V
2: Repeat
3: Each agent gathers the state value of all others and builds the next
three sets of neighbors:
Vi, (k) = {F vertices with highest values},
Vi (k) = {F vertices with lowest values},
Vi (k) = {Other vertices}.
4: Each agent assigns weights to edges according to:
(g=n-2F)

If ¢ € Vi (k) then a;; (k) =

Elseif i € V}, (k) U V; (k), then
% if 5 €{Vn(k)\iF}
aij (k) =< = if

if j€Vn(k)
0 otherwise.

q J=i

0 otherwise.
where i¥ is the vertex with lowest state value in Vi, (k) if 5 € V; (k)
and the vertex with highest state value in V;, (k) if ¢ € V}, (k).

T

5. v (k) = ZL: aij (k) z; (k).

=
6: x; (k‘ + 1) = Px [’Ui (k;) — C(k) d; (k})]
7: Until stopping criterion is satisfied.

a complete graph is 2F + 1 robust if [241] > 2F + 1. We
notice that each agent discards at most 2F' of its incoming
edges in Algorithm 1. From Lemma 1, 2F + 1 robustness
makes us sure that the resulting graph after implementing
Algorithm 1 is rooted. In the next lemma, we prove the
important result that regular agents converge to consensus
after the implementation of Algorithm 1, and the value of
consensus is independent of the state of adversarial agents.
Lemma 5: Let Assumptions 1 and 2 hold. If the graph is
2F 41 robust, all regular agents in the network converge to
consensus by executing Algorithm 1,
lim ||x21 (k) — Tjy (/C)H = 0, Vihiz S Vr,
k—o0
and the consensus value is independent of the state of
adversarial agents.
Proof: First, consider the case that there is no adver-
sarial agent in the ball with ¢ = n — 2F normal state agents.
The update rule of regular agents (7) can be written as

zi (k+1) =v; (k) —c(k)di (k) +ei(k), (1D
where €; (k‘) = PX [’UZ' (k‘) —C (k‘) dl (kj)] —
(vi (k) — ¢ (k) d; (k)). According to Step 5 of Algorithm 1,
we can rewrite (11) in the following form

vkt 1) =300 asges (k) = e (k) ds () +ei (k). (12)

Then using the transition matrix defined in (5), for all : € V'
and k£ > s we have

vy (k+1) = Z?:l [@(k, 5)]; ;25 (5)

S Bk 4 D) (e (1) — e () ds (1)

r=sj=1
+e; (k) —c(k)d; (k).
According to (7), x; (k) € X for all k > 0 and Vi € V, then
v; (k) € X and from Lemma 3 we have
s (1 + 1) = w3 (B < [l (k) d; (1)~
o (1) = (v (6) = () ds (W)
= lle (k) di (K)]I” — lles (F)I"

(13)

(14)



Considering (10), yields to —Lc (k) < e; (k) < Lec(k).
Thus, noticing (8), klim c(k)d; (k) =0and khm e; (k)=0
—00
for all regular agents. From (13) we have
lim {a;, (k+1)—z;, (k+1)} =
k—o0 n
lim jzl (1K, 5)], ;= (@K, 9)], ) w3 (5) +
lim Tzs jzl (@, r + 1), = @7+ 1], ) -
(ej (r) —c(r)d; (1))
(15)

By 2F + 1 robustness property and Lemma 1, the resulting
graph after implementing Algorithm 1 is row stochastic
and rooted thus from Lemma 2 we have for all : € V,,

kh—{go (@ (K, 8)]; ; = pj (s), yields
len;O{[ (k, )], ; — [®(E, s)]m} =0.  (16)

Therefore, the first term of (15) tends to zero. Noticing that
[D(k, s)L j» € (k) and c (k) d; (k) are bounded for all 4, j, k
and s, in the second term, either r < co which from Lemma

2, makes lim {[@(k,r+1)]. @k, + 1)), } — 0
k—o0 1,7 12,]
with geometric rate or » = oo which makes e; (r) —

c(r)d; (r) = 0. Thus, the second term also tends to zero
(see Lemma 7 in [1]). As result we have

klim |z, (k) — x4y (K)|| =0, Vip,ig € V. 17)
—00

If there are K < F adversarial agents in V;,(k), we must
have at least K regular agents in V}, (k) and K regular agents
in V(k). Thus, the state of adversarial agents is a linear

combination of two regular agents.
a; (k) = 0i (k) xn; (k) + (1 =04 (k) 2y, (k). (18)

For i = 1,...,K and 0 < o;(k) < 1 where xp, (k)
and xz;, (k) represent regular agents that belong to Vj,(k)
and Vi(k), respectively. Thus, G(k) is equivalent to a row
stochastic graph in which two filtered regular agents replace
each of the remaining adversarial agents in V, (k). It can
be considered that instead of the adversarial agent state, the
states of these two regular agents are communicated to its
neighbors. Therefore, G (k) is equivalent to a row stochastic
graph in which the adversarial agents are filtered. [ ]

Next, we bring some helpful lemmas for proving our main
result.

Lemma 6: Consider that i1 € Vi(k) and ia € V, (k). If
11 and i9 use the update rule in Algorithm 1 and d;, (k) >
d;, (k), then x; (k+ 1) <z, (k + 1). Similarly i € V,(k),
iz € Vi(k) and diy (k) > di (k) yields to x;,(k + 1) <
Tig (k‘ + 1).

Proof: By Step 4 in Algorithm 1
0 (k) = v (F) = © (i ()~ 7). (19

where ;1 (k) € V,,(k) is the state value of removed agent
from Vn(k) Considering the definition of V;(k) and V,,(k)

we have z;, (k) — (k) < 0. Therefore v;, (k) < vi, (k).
By d;, (k) > d,, (k) we conclude

vy, (k) — c(k)d;y (k) < vy, (k) —c(k)di, (k). (20)

Noticing (7), since projection on to the one-dimensional
space X is non decreasing function, z;, (k+1) < z;, (k+1).
With the same argumentation, z;,(k + 1) < z;,(k + 1).
The desired result is concluded. [ ]
Lemma 7: Consider the interval X is defined as I, <
x < uyp Ife;(k) #0, sgn{e;(k)} = sgn{c(k)d;(k)}, where
sgn {.} represents the sign function.
Proof:  Since v;(k) € X we can define 71 (k), r2(k) >
0, where 71 (k) = up — v;(k), 712(k) = v;(k) — lp.

One can notice that c(k)d; (k) = 0 = e;(k) = 0, therefore
we are only interested in cases where c(k)d;(k) # 0. If
c(k)d;(k) > 0, v; (k) —c(k)d; (k) moves toward ;. If
c(k)d;(k) < rg(k;), ei(k) = 0. In case that c¢(k)d;(k) >
ro(k) we have

ei(k) = c(k)di(k) —ra(k) > 0. @2n

In addition, if ¢(k)d;(k) <0, v; (k) — ¢ (k) d; (k) moves
toward wuy,. If —c(k)d;(k) < r1( ), ei(k) = 0. In case that
—c(k)d;(k) > ri1(k) we have

ei(k) = c(k)d;(k) +ri(k) <O0.

The desired result is achieved. [ ]
Lemma 8: Under Assumptions 1 and 2, for all regular
agents that execute Algorithm 1 there exist a time step T,
T < oo when for all iy € Vi(T) , iz € V,o(T) and
is € Vi(T), diy (T) > di, (T) > d;, (T'), i.e., they are sorted
according to their gradients.
Proof:

Consider that at time step s, d;, (s) < d;,(s) and z;, (s) <
Xy (). If €5, (8), €i,(8) # 0, with the same argument that we
used in the proof of Lemma 7, z;, (s + 1) and z;,(s + 1)
only can have 3 set of values

i (s+ 1) =zi(s+1)=1
i (s+1)=zp(s+1l)=uw
i (s+1)=up, x,(s+1)=1

Thus, z;,(s + 1) < x;,(s + 1) and the desired result is
achieved.

If e;, (s) #0, e;,(s) = 0and d;, (s) < 0 then x;, (s+1) =
up, and also if e;,(s) = 0, e;,(s) # 0 and d;,(s) > 0 then
Zi, (s + 1) =, and the desired result is achieved.

As in (18), if there exists any adversarial agent in V,,(k),
the respective state can be replaced with two regular agents
belonging to V3 (k) and V;(k). Notice that the adjacency
matrix of the equivalent graph is row stochastic. By virtue
of Lemma 5, regular agents converge to consensus, therefore
for k — oo x;(k) = v;(k), also by considering (11) and
(8) along with (14) we have v;(k) = x;(k + 1). Thus
x;(k) = v;(k) = z;(k+1) and the consensus value of regular
agents converges to a constant. So, from Assumption 2,
d;(k), the gradient of f;(.) at z;(k), converges to a constant.
Assume s is large enough that the order of gradients does
not change for Yk > s, i.e., it holds Vi, j, if d;(s) > d;(s)

(22)

(23)



then d;(k) > d;(k), Vk > s. In case that e; (k — 1) # 0,

ei,(k—1)=0and d;,(k — 1) > 0 then
Liy (k) — L4y (k) = Vi, (k - 1) — U4y (k - 1)
—elk = 1) (diy (k= 1) —dy, (k= 1)) —es, (k —1). P

and from Lemma 7, e;, (k—1) > 0. Similarly if e;, (k—1) =
0, e;,(k—1) # 0 and d;,(k — 1) < 0 then

Lig (k) — Tiy (k) = Uiy (k - 1) — Uiy (k - 1)
—c(k = 1) (diy (k — 1) — dy, (k — 1)) + es, (k — 1),

and from Lemma 7, e;,(k—1) < 0. In case that both e;, (k—

(25)

1),81‘2(]%‘ — 1) = O,
Liy (k) — Ziy (k) = Vi, (k - 1) — Ui (k - 1)
—c(k = 1) (dsy (k = 1) = di, (b = 1)). 20

According to Step 4 of Algorithm 1, v, (k—1)—v;, (k—1) =
%(xif:—l (k—1) — z; (k — 1)). Therefore, considering (24),
(25) and (26), Vk > s we have

2y (k) = v () < 3 (2p0 (k= 1) — (k= 1)

Noticing that i¥~! € V,,(k — 1) we have
2 (k—1) = 2, (k- 1) < g(xw(k—z)—xh(k—z))

—e(k —2) (diﬁ_l (k—2) —d;, (k — 2)) .

(28)
From step 6 of Algorithm 1, we find that if i¥ € V,,(k — 1) or
iy € Vi(k—1), dix(k —1) > di,(k — 1) . Otherwise with
similar argumentation we mentioned in the proof of Lemma
6, 7, (k) < x(k), which is a contradiction. Consider that
we start from time step s and go forward. If at each time
step k, i* € Vj(k — 1), according to Lemma 6, an agent with
higher gradient in V,,(k — 1) or Vj,,(k — 1) has replaced i*
in Vj(k). This replacement is an step toward sorting agents
and we reinitialize s = k and go forward again. It must be
noted that since the number of agents is bounded and all the
replacement are toward sorting agents, we have finite time
steps in which i* € V;(k — 1). Consider time step s in which
i* € Vo(k — 1) or i¥ € Vi, (k — 1) for all k > s. If we define
D(k) = di, (k) — di, (k) > 0, dp+1(k) — di, (k) = D(k).

Let
D = inf {dikﬂ(k) - dil(k)} >0,
k>s T (29)
C =sup {xi;; (k) — i, (k)} > 0.
k>s
from (28) we can recursively find out that for k£ > s,
k—s
C clk—r
iy (k) — @i, (k) < W -D Z (qr_l) (30)
r=1

We are going to prove that the first term tends to zero with
a faster rate, therefore there should exist a time step 7" < oo
such that x;, (T) — x;,(T) < 0.

. k—s c(k—r) C
klingo { (D ,; g ) /q““*S) } =

k—
L lim Y ¢ =c(r) > 5 lim Y o(r) = oco.
k—00 =g

3D

k—o00 p=g

We can write a same argumentation for d;, (s) < d;,(s) and
24, (8) < i, (s). The desired result is achieved. |
Now we are ready to discuss the proof of Theorem 1.

Proof of Theorem 1I:

Lemma 6 and Lemma 8 show that there exists a time
step 17" in which the states of the regular agents are sorted
according to their gradients for all £ > T, i.e., the agents
with the largest positive gradients have the smallest state
value and vice versa. Consider €; ,Q;, € Vo that contain
q = n — 2F regular agents with the largest and the smallest
state values, respectively, for k > T'. Let us define

M = argmin Y f; (z),
z€X i€Qy,

m = argmin Y f; (z).

z€X i€y, (32)

The network executing Algorithm 1 which satisfies the
assumptions of Lemma 5, achieves consensus, despite ma-
licious agents. To prove Theorem 1, we show that the
consensus value achieved, Z, satisfies m < z < M.

Consider the interval X, as defined in Lemma 7. Since
T € X,If M = w, then £ < M. Suppose by way of
contradiction that I, < M < up, and T = M +¢€, € > 0. Let
us define

M) = Yicq, (k). m(k) = Yicq, (k).

Since the number of adversaries is bounded by F', and
recalling |Q;,| = ¢ =n —2F, there must be at least F
regular agents with smaller state values in the network that
do not belong to €2;,. By the results we obtained in Lemma
6 and Lemma 8, the ordering of the states of regular agents
will not change. Therefore, V;(k) N Q;, = () for all & > T
By a similar argument, we have V3 (k) N §;, = 0 for all
k > T. Thus, according to the agents state update procedure
(Algorithm 1, step 5) it follows Lm(k) < v;(k) < LM (k).
Thus considering (11), for all regular agents that execute
Algorithm 1 we have

(33)

2ok + 1) < éM(k) —e(R)di(k) + es(k). (34)
Using (34) yields for M (k + 1)

M(k+1) < M(k) =Y (c(k)d; (k) + ei(k)). (35)

1€Qy,

Since we assumed = M +¢, and noticing that by Lemma
5 all regular agents converge to Z, consider a time step kg >
T, in which the following conditions are satisfied: 1) M+
1e < xy(k) < M + 2, for k > ko, which leads to q(M +
3€) < M(k) < q(M + 2€) and 2) Le(k) < e, for k > ko.
If these two conditions are satisfied, given the definition of
e;(k) in (11), it follows e;(k) < 0, for all 4 € V. and k > k.
Therefore, (35) can be rewritten as

M(k+1) < M(k) — c(k) Zie% di(k).  (36)
Starting from kg and iterating Z times, leads to
Z—-1
M(ko+Z) < M(ko) =Y | elk) Y _di(k)|. (37
k=ko i€Qy,
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Fig. 1. State of agents in Case 1 and Case 2 by implementing Algorithm 1
(in the left), implementing distributed projected subgradient descent in [1],
(in the right), and the state of the adversary depicted in black.

Recall that I, < M < wup. According to (32), and the
convexity assumption (Assumption 1), Zith d;(k) >0 if
z;(k) = M, for all i € Q;,. Since in convex functions, the
first derivative is increasing with respect to argument, if for
all i € Q;,, z;(k) > M, we have ZiEle d;(k) > 0. From
(8) we notice that ) 2, c(k) = oo. Therefore, according
to (37) there exists a large enough Z, where M (ko + Z) <
q(M + %e), which is a contradiction, proving that z < M.
With same argumentation, one can reach m < Z. |

V. NUMERICAL EXAMPLE
Our goal is to optimize the scalar function as in [3]
G (z)=>"1 pi(z — u)? X={zeR:0<z< 10},
(33)

where u; is only known by agent ¢. The agents are attempting
to measure & and the agent ¢ measures u; = & + w; where
w,; are jointly Gaussian and zero mean and p; represent
the inverse of the variance of w;. The maximum likelihood
estimate is the optimizer of G (z). In this simulation we
consider a graph with 20 agents, and choose parameter
F = 1. We consider that p, = 1, for ¢« = 1,...,n,
k) =1/(k+1), 3 < z;(0) < 8 are uniformly random
values and we assume that the adversarial agent broadcasts
xq(k) € {0,10} like a pulse generator. We simulate this
network in 2 cases as follows:

e Case 1: (2F —redundant case) All regular agents with

U; = 5;
o Case 2: 11 regular agents with u; = 1, 8 regular agents
with u; = 9.

The corresponding x,, and z,; are both 5 in Case 1
(2F —redundant). Therefore, as the simulation results show,
Algorithm 1 converges to 5 which is the optimal solution of
(2). In Case 2, z* = 4.685, x,, = 4.56 and xp; = 4.77. As
depicted in Fig. 1, the regular agents perfectly converges to
T, < & < xpr whereas the distributed subgradient descent
introduced in [1], is affected by adversary in both cases.

VI. CONCLUSION

In this paper we presented a novel resilient decentralized
algorithm for constrained optimization problems in complete
graphs. We proved convergence to an approximate solution
guaranteed to be bounded by a combination of n — 2F ob-
jectives of regular agents. Further works will aim to consider
less stringent topological constraints on the communication
graph.
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